
Cybersicherheit: Welche 

Rolle spielt der Mensch 

und welche KI?

Roger Halbheer



Trusted Digital Fabric
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IT Resilience

Trusted Digital Fabric

The ability of an information system to continue to: (i) operate under adverse conditions or stress, even if 
in a degraded or debilitated state, while maintaining essential operational capabilities; and (ii) recover 
to an effective operational posture in a time frame consistent with mission needs.

Source: NIST SP 800-39 under Information System Resilience

https://doi.org/10.6028/NIST.SP.800-39
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IT Resilience

Trusted Digital Fabric
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The State of 
Cybercrime

Key developments

Chapter 2 – The State of Cybercrime



What we’re seeing in 
attack notifications

Based on the 
notifications shared with 
customers, these are the 
top threats identified by 
Microsoft Defender 
Experts this year:

Successful identity attacks

Ransomware encounters

Targeted phishing attempts leading 

to device or user compromise

Business email compromise

Chapter 2 – The State of Cybercrime



What is the optimal 
ransomware resiliency state?

The foundational five

1. Modern authentication with phish-resistant credentials 

2. Least privileged access applied to the entire technology 
stack 

3. Threat-and-risk-free environments

4. Posture management for compliance and the health 
of devices, services, and assets

5. Automatic cloud backup and file-syncing for user 
and business-critical data 

Ransomware attackers 

are motivated by easy 

profits, so adding to 

their cost via security 

hardening is key in 

disrupting the 

cybercriminal economy.

A call to action

Chapter 2 – The State of Cybercrime



Insights on 
identity attacks 

One-time password bots

Multifactor 
authentication (MFA) 
fatigue is a threat

Token replay remains 
a prevalent threat

Source: Microsoft Entra data

Password based attacks spiked in 2023

Chapter 2 – The State of Cybercrime



Nation-State Threats

Chapter 3 – Nation-State Threats

Nation-state actors are showing 
increased investment and use of 

cyber operations as a tool to 
achieve their geopolitical goals.

— John Lambert 

Corporate Vice President, Distinguished Engineer, 

Microsoft Security Research

“ “



Chapter 3 – Nation-State Threats

Nation-State
Threats

Key developments



Chapter 4 – Critical Cybersecurity Challenges

Critical 
cybersecurity 
challenges

Key developments





We have the means 

to tip the balance

But we need to re-think security



The AI advantage for defensive threat intelligence

Defenders have 

more data

Defenders have better 

infrastructure

Defenders 

innovating



The guiding principles of Zero Trust 

Use least privilege Assume breachVerify explicitly



Infrastructure

Data

Identities

Endpoints

Zero Trust

Policy

Policy Optimization

Threat Protection

Network

Monitoring and analytics

Apps

Zero Trust architecture



AI for Security

Security for AI

Applications 

with AI

(e.g. Chat GPT, 

M365 Copilot)

AI as PaaS 

(e.g. GPT on 

Azure)

Finetuning Own Models

AI for Security



AI Shared Responsibility Model
Illustrates which responsibilities are typically performed by an organization 

and which are performed by their AI provider (such as Microsoft)

AI Platform

Model Safety & Security Systems

Model Accountability

Model Tuning

Model Design & Implementation

Model Training Data Governance

AI Compute Infrastructure

AI Usage

AI Application

Shared

IaaS
(BYO Model)

PaaS
(Azure AI)

SaaS
(Copilot)

Customer

AI Plugins and Data Connections

Application Design and Implementation

Application Infrastructure

Application Safety Systems

User Training and Accountability

Usage Policy, Admin Controls

Identity, Device, and Access Management

Data Governance

Microsoft

Model 

Dependent
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IT Resilience

Trusted Digital Fabric
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Thank you

Roger Halbheer
roger.halbheer@microsoft.com

+41 78 844 65 55
Linkedin

https://www.linkedin.com/in/rhalbheer/
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